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i Users request stronger authentication. Passlogy

m From ZDNet JAPAN "70 percent or more users want stronger authentication for online trading"
(2006/3/24 http://japan.zdnet.com/news/sec/story/0,2000052528,20099271,00.htm)

RSA security announced the result of a questionnaire survey concerning what people in the
United States think about the security of financial institutions on March 24. The investigation

was carried out over the Internet in November, 2005, and the number of effective answers
was 402.

The result was that 73% of people with bank accounts want stronger authentication than
logging on with an ID and password when online banking.

- Users want a stronger authentication method than "ID + password".
* Security can be strengthened by introducing the one-time password.
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. PASSLOGIC achieves a safer, better security environment. Passlogy

B Merit of introducing the PASSLOGIC method

User ' | Service |
Input a different password every time
I One-time password J

ITAIRETET Solves the problem of fixed passwords. i‘m

{Third person|

* Phishing sites
*Key loggers

- Communication route tappinc
_|

Impossible to log in illegally even if
the password was stolen because it is
disposable (changes every time).

*Covert glance from behmdI

B Superior to existing authentication systems

Merit 1 Fasyoperation
— Intuitive operation using an image T 5
— Mechanism that is easy to remember and difficult to forget o page
. Distributing equipment to end users is unnecessary.
Merit 2 — Problems like the equipment breaking down (dead battery) and loss never occur

— Burden of the operation management and regular capital investment can be reduced. TO pa ge 6 l
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. Merit 1 Easy operation Passlogy

B Intuitive operation using images, easy to remember and hard to forget

The PASSLOGIC matrix changes every time the
system is used. Users never enter the same password
twice (One Time Password).

First, users register a shape such as a ‘V’. A password

is then created based on the image that is easy to (
remember and that cannot be guessed by others. That’s
the key point of the PASSLOGIC system.

BJEAL
M 2(1]5](0]5|1 Emi9]|2]|6]3 012(3|1]/4(5/6]7((9[8(1]0
GIoN110((9(/7 649 ((4]5[2]3 Change per 415(4/8|/1(2(0{6/(1(8(710
2|6EG|| o0 (2((0]2]1]5 authenticat ion 11211/5]10(2(5]|9/(6[3]5]6
9(6|113|10(5]6[4((7]9/1]|2 415(1(711917/8(2|(0[5(4]7
' The password to input is:( 15830266 ) The password to input is: ['9511920}‘] /

Users can extract the password from any shape they
desire.

PASSLOGIC is one of the leading authentication
systems in Japan and has close to 300,000 licensed

users.
L 4/0/6/2((0/6/9]2(|3][6/3(9
014|7/8/(8(2(5/4/(2(4]1]|0
0{3[1/4][1[6/3]|0[[8][7]1]6
113[0f71(515]1719][815[31]9

\ S : | The password to Input is:[; 41759899 J /
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. Merit 2 Not necessary to distribute equipment to the end user Passlogy

B PASSLOGIC requires no special hardware

Mo special software nesded Mo special hardware nesded Synchronizatlon unnecessary

With past products, it was necessary to prepare both calculator hardware called tokens and
special conversion programs for users.

SAFE

There is no need for additional hardware with the PASSLOGIC authentication method.
End users can commence using it in their past log environments.

* Names of the company, product, and service in this presentation are the trademarks or registered trademarks of each company.
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E Comparison with other OTP products

Passlogy

Authenticatio
n method PASSLOGIC SecurID SAFEWORD
Random numbers table
Hard Token Soft Token Hard Token Soft Token
S641&7235:%5348
Imageﬁgure g039=0471@m8637 i
8966¢2285+438 _— e
1506272910742 e ciess
i ®PIN (password number) is DA ified URL
ggggi?:nipzz&iirgrﬁ%ﬁl numbers table) is @A one-time ticket is displayed on the hard and soft tokens inputted to the hard token. ot fggﬁi ;%‘zfl 1
Usage issued every 60 seconds. (automatic generation)
g 1ssued. ®@Displayed content + PIN (password number) is inputted and

@Extract a figure of arbitrary position from the
random numbers table to authenticate.

authenticated. *PIN occasionally not used.

@0One-time ticket is issued.
®Displayed content is inputted and authenticated

Password table

O : The correct answer is not displayed.

X : The correct answer is displayed on the screen of
the hard and soft tokens.

X :The correct answer is displayed on the screen of
the hard and soft tokens.

Authentication
method

Challenge & response method

Time synchronization method

Selection of counter synchronization and challenge &
response

Password form

Figure from 4 to 16 digits extracted from
random numbers table (Users freely set the
number of digits)

Six digit figure
(Occasionally used in combination with PINs)

6-8 digit alphanumeric characters

Ticket issue
machine
Risk at the theft

QO : Because the user individually maintains positional
information (password generation logic) in the random

numbers table, the risk level is low.

X : Because the password is displayed as it is, the risk
level is high.

X : Because the password is displayed as it is, the risk
level is high.

Probability which
individual specific
information is seen
through

Changes with the size and the number of digits of the
random numbers table.

[ When size of random numbers table is 4x4]
4 digits* - - 1/16"4 16 digits= -+ 1/16"16

[ When size of random numbers table is 4x12]
4 digits - - - 1/48"4 16 digits - - - 1/48"16

Probability which a third party can guess the PIN
(password number of four fixed digits). Combination of
ten figures 1/10000

*If a PIN is not used, it is impossible to calculate.

Probability which a third party can guess the PIN
(password number of four fixed digits). Combination of

ten figures 1710000

System administrator

O : Administrator can intensively manage the
authentication by software.

O: Administrator can
intensively manage the
authentication by software.

x : Burden of operation due to flat
batteries, replacement, failure, and
loss, etc. is large.

O Administrator can
intensively manage the
authentication by software.

x: Burden of operation due to flat
batteries, replacement, failure,
and loss, etc. is large.

O : A hardware token is not necessary (Web

x: The hard token must be A : Special software must be

x: The hard token must be A : Special software must

Users browser only has to be used to display the random carried besides the — carried besides the I
numbers table). communication terminal. ’ communication terminal. ’
* Names of the company, product, and service in this presentation are the trademarks or registered trademarks of each company.
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T] Further security improvement : 1

( Prevents brute force attacks )

Passlogy

PASSLOGIC completely prevents "brute force attacks " in which passwords are repeatedly inputted.

With PASSLOGIC , the “correct
answer" cannot occur as long as the
random numbers table has not been
acquired.

In short, even if a third party tested all
possible passwords from 0000 to
9999 (*1), they will never get the right

9‘]? ?'With four digit passwords used for ATMs etc.

Brute force attack

[Acquisition of
random numbers
table ]

5641472355348
9039=0471 08637
8966 ¢ 2285+4381
1506272910742

When authentication is declared.

User

When authentication is not
yet declared.

O

Preventable

Correct password
for log in is
created.

Authentication server

aQ »
Brute force attacks
( 0000~ 9999 ) E

Authentication server

Block against
illegal usage
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_ Further security improvement: 2 Passlogy

~
(EI'GVCIIES ran(_iom !OCIE affacl_is ’

In general, if usage of a regulated time (three times etc.) fails, a password is invalidated.

Therefore if the purpose is to merely make it unusable (locked), a suitable password can be
inputted three times in a row and after failing the password will be invalid.

It 1s possible to invalidate a password with only the ID when attacks are made to lock users out.
All users can be locked out by randomly inputting suitable IDs and then inputting the wrong
password until it is invalidated.

These attacks can be called indiscriminate cyber terrorism and can cause a lot of damage to
corporations.

With past security, there is no essential solution to this even when token-type one-time
passwords, for example SecurlD etc, are used.

PASSLOGIC can eliminate this type of risk which could occur in the future.

Indiscriminate lock
attack

@ X

Preventable Unpreventable

* Names of the company, product, and service in this presentation are the trademarks or registered trademarks of each company.
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1 Tips for usage of " Mobile PASSLOGIC" Passlogy

(_Use the usual authentication method when you go out )

If a browser function is installed, the PASSLOGIC random numbers table can be displayed
on any device.

That 1s, devices such as cellular phones, PDAs, and portable game machines (PSP) that
people often have with them can be used as PASSLOGIC display equipment.

PASSLOGIC, which can be used irrespective of the location is exactly the type of
authentication method needed in this ubiquitous information age.

( Supports use from a variety of mobile terminals. )

ﬁ e Cellular phone ePDA oPSP

N

il = o) 48546122%1634

1041 ©5406 05292
Passlogy 2317 10088 ¢3777
BATM

9036+ 9985* 5938
4854 #6122 %1634
1041 = 5406 15292
2317 2008823777
9036 = 9985 5938

4854461221634
104125406 5292
2317 20088¢3777
9036 +9985* 5938

[Menu||Select||Back |

* Names of the company, product, and service in this presentation are the trademarks or registered trademarks of each company
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T1 Procedures for the Internet banking etc. Passlogy

PASSLOGIC
@ Access the PC PASSLOGIC menu screen and select the @ Extract the positional information from the displayed random
service numbers table and use it as the password
LI
PassLogic *kk bank
T ATH = W 8261-23-5068
'f Payment by credit card 5,,\‘"—“” " 485466122'1 634
Ceeebank 1041=5406 £5292 -
§ Shopoine — 2317 00883777
It S 9036499855938
The password of this time
< 1290 )
Service used
@ Access the log in screen of the service used. @ Enter the contract number and password number Usage is the same

with any system.

Welcome to **x Internet Banking. Welcome to **x Internet Banking.

Authentication

Contract number: [ Contract number:[123456789
Password: | Password: [« «

complete.
The service is available.
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. Procedures for mobile banking Passlogy

( A random numbers table is displayed, unlike past systems. )

@ Access the mobile banking
screen.

@ Positional information is extracted
from the random numbers table. Enter
the password.

©) Log in is successful and the
service is available.

e SO

i 0

il = (]

LILIC]

Tl = () B = I T
Caoew Dirsct® {aoek Directs <XX Direct>
Mobile banking Password Account statement
[Start] |*m I of Mr. sk
[Official site link] ABGA & 5129 %1634 Balance (As of 1:23)
[Notice] 1041 = 5406 115292 $123
[Caution for use] 2317 1 008837717 [To Main menu)

9036 + 9985~ 5938

[Menu|{Select | [Back | [Menu][select|[Back] [Menu||Select | [Back |

The password is extracted according to the positional information decided beforehand.

The password of this time

C

1290

)

Copyrights © 2006 Passlogy Co.,Ltd. All rights reserved.




. Procedures for usage by ATMs Passlogy

Mobile terminal

M Access the PASSLOGIC menu @ Extract the positional information from the
screen of and select service displayed random numbers table and use it as the
password
. = L[]
S8 S2N
g3| bl = (] 5| il = (]
- Passlogia = Passlogic ]
¢ mATH Usage is the same

T Paymant by credit card 4854 & 6122 %1634 1

S 10415405 WE293 N with any system.

P e 2317 100883777 Password of this time

Ao 9036+ 9985~ 5938
< 1290 )
[Wenu][SeTect][Back] [Menu||Select|[Back |

ATM terminal

(@ Press the Balance inquiry button on the

@Enter the password. ® Authentication complete.
ATM menu.

The service is available.

Welcome
Select an item and touch

Password Modif Current balance
Enter password eIy Your current balance is as follows.
the button on the display.

If you wish to continue, press the relevant button.

If you have finished, press the Exit button.
Current balance: 1 O0,000H

Withdrawal Balance inquiry
o Update passbool
Deposit Jcoreate new passhook
I Remittance ‘ ‘ Password change ‘

Credit card

(7] e]e]

BRI e feittares
S
| 0 || Wodify
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1 Procedures for usage by ATMs (with built-in random numbers table) Passlogy

( — - )

@ Press the Balance inquiry button on the ATM ® Positional information is extracted from the random ® Authentication complete

menu numbers table. Enter the password. The service is available.

We | come Balance inquiry (o] Balance inquiry T

If you wish to continue, press the

Press the desired item.
relevant button.

Enter password.

[ofe[7]o2]2]1]ofo]4]
[7{1]e]2s5]4]0]1] EIE

Your balance is as follows.
OOCmOOc0m
OOOmO00m

Your available balance is as follows.

‘ Withdrawal I | Remi ttance |
| |

Transfer |

slef7|s@el3]7]7 o0
Jelalalafafi1[s]2]s5]4]

— : R -
1]2(3](4(5 6)(7] 89 o i
[ oK | )

‘ Deposit

(Lotoree moiry > [ rines s
\mmm I cr@lt c;rd | | Tax/fee payment I

3

[ Ext | [excaor priman |

| Withdrawal | | Remittance |

| Deposit | | Transfer | {leod deposit

LILIC]

The password is extracted according to the positional
information decided beforehand.

The password this time ( 7864 >
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_ Introducing PASSLOGIC

Passlogy

The mechanism of PASSLOGIC is intuitive with acknowledged ease of use.
However, we recommend the registration set is distributed so as to ensure a
smooth introduction for most people.

Those mentioned below should be included in the registration set.
e Customers using PASSLOGIC for the first time

‘ Manual which plainly explains authentication methods I

e Customers who can not remember where to extract it from

‘ Extraction card for customer that records the extraction position I

*%x Online banking
Name : #k%k *k ik

Explanation material

Notice of temporary password

Thank you for your ##

# bank Internet Banking Service application.

This explains the “PASSLOGIG” system of this service and gives

you the initial password.

Unlike previous password or memory systems with numbers and characters

PASSLOGIC stores the position in a table. The system has excellent

robustness and availability.

The following screen is displayed when you log into Internet Banking.

Contract number:123-456-7890

e Customers who have forgotten the extraction position

‘ Recovery key for re-registration I L

Consultations for operation and explanation material are
available for end users. Please feel free to contact us.

i

4

Extraction card for customers

4850861224163
41 = 64N 15967

[eo]

2E|EFI AT T AL TIRT -
EELET.

FETOT, BERIN ATV
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. Contact information Passlogy

Questions related to this new technology can be
forwarded to e-mail: tech@passlogy.com.

Any inquiries regarding sales can be sent to
e-mail: sales-os@passlogy.com.
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